Nnited States Denate

WASHINGTON, DC 20510

April 1, 2025

Linda McMahon

Secretary of Education

U.S. Department of Education
400 Maryland Ave SW
Washington, DC 20202

Dear Secretary McMahon:

We write regarding alarming reports that DOGE operatives have proposed replacing the
Department of Education (ED or the Department)’s federal student aid call centers with a
generative artificial intelligence (AI) chatbot.' These call centers “field over 15,000 questions per
day” from parents, students, and borrowers.> While we are also deeply concerned about President
Trump’s March 2025 executive order directing you to abolish ED,’ the Department currently
remains open and is statutorily responsible for providing customer service to beneficiaries of
federal student aid.* DOGE’s proposal threatens to misinform borrowers and families, lead to
data privacy breaches, and pose conflicts of interest arising from Elon Musk’s financial stake in
Al development.

DOGE’s proposal could harm countless students and families by spreading misinformation in
response to high-stakes questions on student aid. Generative Al systems, like the chatbot that
DOGE reportedly plans to replace ED’s call centers with, are known to frequently “hallucinate”
by providing convincing but factually incorrect information.” This phenomenon is a
commonplace problem even for generative Als created by trillion-dollar tech companies.®
Incorrect information from an Al chatbot could, for instance, lead borrowers to enroll in a
student loan repayment plan that is inappropriate for their financial situation, mislead students
about their Pell Grant eligibility, provide incorrect advice on how to interpret colleges’ financial
aid offers, or misinform families on how to fill out the FAFSA.’
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In addition, the DOGE proposal raises serious privacy concerns. Generative Als used for
customer service purposes are sometimes trained on customer interaction data,® which in this
case would include past conversations facilitated by ED’s call centers—during which borrowers,
students, and families often need to divulge personal financial information. Similarly, users
would sometimes need to provide the chatbot itself with personal information when asking it for
assistance. Experts have described how generative Al poses unique privacy threats:

One reason Al arguably poses a greater data privacy risk than earlier
technological advancements is the sheer volume of information in play. Terabytes
or petabytes of text, images or video are routinely included as training data, and
inevitably some of that data is sensitive... With more sensitive data being
collected, stored and transmitted than ever before, the odds are greater that at least
some of it will be exposed or deployed in ways that infringe on privacy rights. ...
Controversy may ensue when data is procured for Al development without the
express consent or knowledge of the people from whom it’s being collected. ...
Even when data is collected with individuals’ consent, privacy risks loom if the
data is used for purposes beyond those initially disclosed.’

If not properly safeguarded, confidential information present in either the training data or in the
chatbot’s past conversations could be inadvertently leaked during its interactions with other users
or even obtained maliciously by bad actors.'’ For example, generative Al chatbots are uniquely
vulnerable to “prompt injection” attacks in which hackers provide a chatbot with a prompt
written to “trick” it into producing an illicit output such as the disclosure of confidential
information."

Even if safeguards could theoretically mitigate concerns around Al “hallucinations” and
privacy,'”? DOGE has repeatedly shown that it should not be trusted to utilize those safeguards, as
it has already made egregious errors in disclosing confidential data and there is no indication that
DOGE is acting in good faith to further ED’s mission. DOGE has already posted sensitive
information regarding U.S. intelligence agencies on its public website—in what “intelligence
community sources” have described as “a significant breach”*—and has repeatedly violated
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federal cybersecurity and data privacy standards, leading to multiple lawsuits."* And DOGE has
displayed outright hostility to ED’s mission; for example, it has already terminated nearly $900
million of ED’s contracts and grants, much of which had been allocated to research the
effectiveness of educational interventions by collecting data on students’ academic
performance.” Given DOGE’s record of prioritizing chaos over competence, there is little reason
to believe that DOGE’s Al chatbot would genuinely serve the needs of borrowers and families.

We are also concerned that DOGE’s scheme could potentially be used to corruptly enrich Mr.
Musk and his own generative Al company, XxAl. With Mr. Musk at the helm, DOGE or ED could
contract with XAl to create the Al chatbot, directly lining the pockets of Mr. Musk. Alternatively,
the chatbot’s interactions with families and borrowers would create yet another stream of
government data that Mr. Musk could use to gain a competitive advantage for xAL '

Given our concerns regarding DOGE’s scheme to replace ED’s call centers with an Al chatbot,
we request responses to the following questions by April 15, 2025:

1) Is DOGE—with or without assistance from ED—currently working to replace the
Department’s call centers with an Al chatbot? If so:

a) When does ED expect the project to be completed?

b) Which individuals employed by DOGE and ED are implementing the project, and
what are their credentials related to Al and federal student aid policy?

c) What steps have been taken to address the chatbot’s potential to deliver
misinformation to families, students, and borrowers?

d) What steps have been taken to address the chatbot’s potential to injure borrower
privacy?

e) What steps have been taken to address the potential conflicts of interest posed by
the chatbot given Mr. Musk’s role in DOGE?

f) Will the chatbot be developed by XAl or any individuals affiliated with xAI?

g) Will xAl employees or individuals affiliated with XAl be barred from accessing,
exporting, or using any data created by or used to train the Al chatbot?

2) If DOGE is not currently replacing ED’s call centers with an Al chatbot, have DOGE and
ED fully ruled out implementing this project in the future?

3) Please send us all documents circulated within ED, or sent between ED and DOGE,
pertaining to any plans to replace student aid call centers with Al—regardless of whether
those plans were ultimately implemented.

4) Has DOGE proposed to automate any other functions of ED using AI?
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a) If so, please describe these proposals, when they were made, and which
individuals authored them.

b) Is either ED or DOGE implementing any of these proposals or planning to do so
in the future?

Thank you for your attention to this important matter.

Sincerely,
Elizhbeth Warren Charles E. Schumer
United States Senator United States Senator

- . '
Mazie K. Hirono
United States Senator




